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Abstract--The Cloud Computing is the new vision of
computing utility, on-demand network access to a shared pool
of configurable computing resources that can be rapidly
provisioned and released with minimal management effort or
cloud provider interaction. Cloud computing technologies can
be implemented in a wide variety of architectures, under
different service and deployment models, and can coexist with
other technologies and software design approaches. The
security challenges cloud computing presents the burden of
local data storage and maintenance. public auditability for
cloud data storage security is of critical importance so that
users can resort to an external audit party to check the
integrity of outsourced data when needed. To securely
introduce an effective third party auditor to check the
integrity of outsourced data. To securely introduce an effective
TPA, the auditing process should bring in no new
vulnerabilities towards user data privacy, and introduce no
additional online burden to user. In this paper, we propose a
secure cloud storage system supporting privacy-preserving
public auditing. We utilize the homomorphic non- linear
authenticator and random masking to guarantee that the TPA
would not learn any knowledge about the data content stored
on the cloud server during the efficient auditing process, which
not only eliminates the burden of cloud user from the tedious
and possibly expensive auditing task, but also alleviates the
users’ fear of their outsourced data leakage.

I. INTRODUCTION
The cloud computing has rapidly grown in recent years due
to the advantages of greater flexibility and availability of
computing resources at lower cost. Security and privacy,
however, are a concern for agencies and organizations
considering migrating applications to public cloud
computing environments. Cloud Computing has been
envisioned as the next generation architecture of IT
enterprise, due to its long list of unprecedented advantages
in the IT history: on-demand self-service, ubiquitous
network access, location independent resource pooling,
rapid resource elasticity, usage-based pricing and
transference of risk [1]. As a disruptive technology with
profound implications, Cloud Computing is transforming
the very nature of how businesses use information
technology. One fundamental aspect of this paradigm
shifting is that data is being centralized or outsourced into
the Cloud. The Cloud Computing makes these advantages
more appealing than ever, it also brings new and
challenging security threats towards users’ outsourced data.
Since cloud service providers (CSP) are separate
administrative entities, data outsourcing is actually
relinquishing user’s ultimate control over the fate of their
data. As a result, the correctness of the data in the cloud is
being put at risk due to the following reasons. First of all,

although the infrastructures under the cloud are much more
powerful and reliable than personal computing devices, they
are still facing the broad range of both internal and external
threats for data integrity.

Il. PROBLEM STATEMENT

The Cloud and Threat Model

The Cloud security responsibilities can be taken on by the
customer, if he is managing the cloud, but in the case of a
public cloud, such responsibilities are more on the cloud
provider and the customer can just try to assess if the cloud
provider is able to provide security. cloud data storage
service involving three different entities. the cloud user (U),
who has large amount of data files to be stored in the cloud;
the cloud server (CS), which is managed by cloud service
provider (CSP) to provide data storage service and has
significant storage space and computation resources (we
will not differentiate CS and CSP hereafter.); the third party
auditor (TPA), who has expertise and capabilities that cloud
users do not have and is trusted to assess the cloud storage
service security on behalf of the user upon request. Cloud
users dynamically interact with the CS to access and update
their stored data for various application purposes. The
traditional cryptographic technologies for data integrity and
availability, cannot work on the outsourced data without a
local copy of data. it is not a practical solution for data
validation by downloading them due to the expensive
communications, especially for large size files. The ability
to audit the correctness of the data in a cloud environment
can be formidable and expensive for the cloud users.
Therefore, it is crucial to realize public auditability for CSS,
so that data owners may resort to a third party auditor
(TPA), who has expertise and capabilities that a common
user does not have, for periodically auditing the outsourced
data. This audit service is significantly important for digital
forensics and credibility in clouds. The users may resort to
TPA for ensuring the storage security of their outsourced
data, while hoping to keep their data private from TPA. We
consider the existence of a semi-trusted CS as [11] does.
Namely, in most of time it behaves properly and does not
deviate from the prescribed protocol execution. However,
during providing the cloud data storage based services, for
their own benefits the CS might neglect to keep or
deliberately delete rarely accessed data files which belong to
ordinary cloud users. Moreover, the CS may decide to hide
the data corruptions caused by server hacks or Byzantine
failures to maintain reputation. We assume the TPA, who is
in the business of auditing, is reliable and independent, and
thus has no incentive to collude with either the CS or the
users during the auditing process. TPA should be able to
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efficiently audit the cloud data storage without local copy of
data and without bringing in additional on-line burden to
cloud users. However, any possible leakage of user’s
outsourced data towards TPA through the auditing protocol
should be prohibited. the audit delegation and authorize CS
to respond to TPA’s audits, the user can sign a certificate
granting audit rights to the TPA’s public key, and all audits
from the TPA are authenticated against such a certificate.
Design Goals

The privacy-preserving public auditing for cloud data
storage under the aforementioned model, our protocol
design should follow the security and performance.

Public Audit: Tt allows TPA to verify the correctness of
the cloud data on demand without retrieving a copy of the
whole data .

Storage Consistency: the data in cloud server that can pass
the audit from TPA without indeed storing users’ data
intact.

Privacy-Preserving: to ensure that there exists no way for
TPA to derive users’ data content from the information
collected during the auditing process.

Batch Auditing: It enable TPA with secure and efficient
auditing capability to cope with multiple auditing
delegations from possibly large number of different users
simultaneously.

Light Weight: It allow TPA to perform auditing with
minimum communication and computation overhead.

I11. PRIVACY-PRESERVING PUBLIC AUDITING

The privacy-preserving public auditing, we propose to
uniquely  integrate = the = homomorphic  non-linear
authenticator with random masking technique. In our
protocol, the non-linear blocks in the server’s response is
masked with randomness generated the server. With random
masking, the TPA no longer has all the necessary
information to build up a correct group of non-linear
equations and therefore cannot derive the user’s data
content, no matter how many linear combinations of the
same set of file blocks can be collected. On the other hand,
the correctness validation of the block authenticator pairs
can still be carried out in a new way which will be shown
shortly, even with the presence of the randomness. Our
design makes use of a public key based HLA, to equip the
auditing protocol with public auditability. Specifically, we
use the HLA proposed in [13], which is based on the short
signature scheme.

Periodic Sample Audit

In the Cloud Server environment random “sampling”
checking greatly reduces the workload of audit services,
while still achieve an effective detection of misbehavior.
Thus, the probabilistic audit on sampling checking is
preferable to realize the abnormality detection in a timely
manner, as well as rationally allocate resources. The
fragment structure can provide the support of probabilistic
audit as well: given a random chosen challenge (or query) Q
= {(i, vi)}i€l , where I is a subset of the block indices and vi
is a random coefficient, an efficient algorithm is used to
produce a constant-size response(nl, p2, ..., us, '), where
pi comes from all {mk,i, vk}kel and all { k, vk}kel .

Generally, this algorithm relies on homomorphic properties
to aggregate data and tags into a constant size response,
which minimizes network communication. Since the single
sampling checking may overlook a very small number of
data abnormality, we propose a periodic sampling approach
to audit outsourcing data, which is called as Periodic
Sampling Audit. In this way, the audit activities are
efficiently scheduled in an audit period, and a TPA needs
merely access small portions of file to perform audit in each
activity. Therefore, this method can detect the exceptions in
time, and reduce the sampling numbers in each audit.
Security Consistency for Batch Auditing

The way to describe the result to a multi-user setting will
not affect the aforementioned security insurance, as shown
in the Theorem.

Theorem: The batch auditing protocol achieves the same
storage correctness and privacy preserving guarantee as in
the single-user case.

Solution: The privacy-preserving guarantee in the multi-
user setting. The storage correctness guarantee, we are
going to reduce it to the single-user case. We use the forking
technique for the verification equation for the batch audits
involves K challenges from the random block. This time we
need to ensure that all the other K — 1 challenges are
determined before the forking of the concerned random
oracle response. This can be done using the idea in [4]. As
soon as the adversary issues the very first random oracle
query for i = h(R|[vi||L) for any i € [1,K], the simulator
immediately determines the values j = h(R||vj ||L) for all j €
[1,K]. This is possible since they are all using the same R
and L. Now, all but one of the k’s are equal, so a valid
response can be extracted similar to the single-user case.

IV. RELATED WORK
The public auditability in their defined “provable data
possession” (PDP) model for ensuring possession of data
files on untrusted storages. Their scheme utilizes the
RSAbased homomorphic non-linear authenticators for
auditing outsourced data and suggests randomly sampling a
few blocks of the file. However, the public auditability in
their scheme demands the linear combination of sampled
blocks exposed to external auditor. When used directly,
their protocol is not provably privacy preserving, and thus
may leak user data information to the auditor. Juels et al.
[11] describe a “proof of retrievability” (PoR) model, where
spot-checking and error-correcting codes are used to ensure
both “possession” and “retrievability” of data files on
remote archive service systems. However, the number of
audit challenges a user can perform is fixed a priori, and
public auditability is not supported in their main scheme.
Although they describe a straightforward Merkle-tree
construction for public PoRs, this approach only works with
encrypted data. Dodis et al. [5] give a study on different
variants of PoR with private auditability. Shacham et al.
[13] design an improved PoR scheme built with full proofs
of security in the security model defined in [11]. Similar to
the construction in [8], they use publicly verifiable
homomorphic non-linear authenticators that are built from
provably secure BLS signatures. Based on the elegant BLS
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construction, a compact and public verifiable scheme is
obtained. Again, their approach does not support privacy-
preserving auditing for the same reason as [8]. The propose
allowing a TPA to keep online storage honest by first
encrypting the data then sending a number of pre-computed
symmetric-keyed hashes over the encrypted data to the
auditor. The auditor verifies both the integrity of the data
file and the server’s possession of a previously committed
decryption key. This scheme only works for encrypted files,
and it suffers from the auditor statefullness and bounded
usage, which may potentially bring in online burden to users
when the keyed hashes are used up. The dynamic version of
the prior PDP scheme, using only symmetric key
cryptography but with a bounded number of audits.
consider a similar support for partial dynamic data storage
in a distributed scenario with additional feature of data error
localization. In a subsequent work, Wang et al. [10] propose
to combine BLS-based HLA with MHT to support both
public auditability and full data dynamics. Almost
simultaneously developed a skip lists based scheme to
enable provable data possession with full dynamics support.
However, the verification in these two protocols requires the
linear combination of sampled blocks just as [8], [13], and
thus does not support privacy preserving auditing. While all
the above schemes provide methods for efficient auditing
and provable assurance on the correctness of remotely
stored data, none of them meet all the requirements for
privacy preserving public auditing in cloud computing.
More importantly, none of these schemes consider batch
auditing, which can greatly reduce the computation cost on
the TPA when coping with a large number of audit
delegations.

V. CONCLUSION
We propose a privacy-preserving public auditing system for
data storage security in Cloud Computing. We utilize the
homomorphic non-linear authenticator and random masking
to guarantee that the TPA would not learn any knowledge
about the data content stored on the cloud server during the
efficient auditing process, which not only eliminates the
burden of cloud user from the tedious and possibly
expensive auditing task, but also alleviates the users’ fear of
their outsourced data security. Considering TPA may
concurrently handle multiple audit sessions from different
users for their outsourced data files, we further extend our
privacy-preserving public auditing protocol into a multi-user
setting, where the TPA can perform multiple auditing tasks
in a batch manner for better efficiency. Extensive analysis

shows that our schemes are probably secure and highly
efficient.
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